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INFORMATION SECURITY

the practice of preventing unauthorized access, use, disclosure, 

disruption, modification, inspection, recording or destruction of 

sensitive records in electronic or physical information

Confidentiality   Integrity   Availability

What is it?

Why is it

Important?

Information, in general, remains in danger from unauthorized access, 

attempts of modification, unauthorized disclosure and usage

▪ There is a steep rise in cyber-attacks with the rise of tech firms and 

tech development 

Where it 

applies?





HOW TO GET IN (NON TECH BACKGROUND)
LEARNING HOW TECHNOLOGY AND PEOPLE WORK

Look within an industry related to your current industry or interest

Certifications/Bootcamp: 

Degree/Diploma:

ITIL, CAPM, COMPTIA A+, CCNA

Bachelors/Masters in Cybersecurity 

Develop your soft skills: Communication is very important

Network & Volunteer: Get a Mentor, Cross-functional teams, Online (LinkedIn), Church, 

Career fairs



HOW TO GET IN (TECH BACKGROUND)
LEARNING HOW TO APPLY SECURITY

Build a project: Get hands-on experience, Build a website

Certifications/Bootcamp: 

Degree/Diploma:

Security+, SSCP, CEH, Cisco Certified CyberOps Associate

Bachelors/Masters in Cybersecurity 

Develop your hard skills: Coding, Critical Thinking

Network & Engage: Capture-the-flag, Hackathon, Discord, Blog



Cyber Security Fundamentals

GIAC Security Essentials

CompTIA Security+

CompTIA Advanced Security Practitioner

Certified Information Systems Security Professional 

Certified Information Security Manager

Certified in Risk and Information Systems Control

Systems Security Certified Practitioner

Certified Chief Information Security Officer

CyberSec First Responder

Certified Secure Computer User

Certified Secure Software Lifecycle Professional

Certified Wireless Security Professional

CertNexus CyberSAFE®

Certified Ethical Hacker

Certified Information Systems Auditor

Certified Cloud Security Professional

Cyber Security Nexus Practitioner

Offensive Security Certified Professional 

GIAC Information Security Professional 

GIAC Security Leadership Certification

GIAC Information Security Fundamentals 

GIAC Certified Perimeter Protection Analyst 

GIAC Certified Intrusion Analyst

GIAC Certified Incident Handler

GIAC Certified UNIX Security Administrator

GIAC Certified Windows Security Administrator

GIAC Certified Enterprise Defender

GIAC Certified Web Application Penetration Tester

GIAC Assessing Wireless Networks

Global Industrial Cybersecurity Professional

GIAC Critical Controls Certification

GIAC Penetration Tester

GIAC Security Expert

SECURITY CERTIFICATIONS



LEARNING RESOURCES

▪CBTNuggets

▪Cybrary.it

▪ edX

▪A Cloud Guru

▪ Pluralsight

▪ LinkedIn Learning

▪Udemy

▪Coursera

▪Codecademy

▪Cybrary

▪ YouTube

https://www.cbtnuggets.com/
https://www.cybrary.it/
https://www.edx.org/learn/cybersecurity
https://acloudguru.com/
https://www.pluralsight.com/browse/information-cyber-security
https://www.linkedin.com/learning/
https://www.udemy.com/
https://www.coursera.org/
https://www.codecademy.com/


Alvin Toffler is credited with saying: “……learn, unlearn, and relearn.”


